Wallet Confirmation Message 26-12-2025:

Cryptocurrency is an innovative, fast-paced, and often complex space, where the
UX can often be hard to understand. So if you’re regularly interacting with Web3, it pays
to get familiar with details — literally.

In Web3, users typically engage by cryptographically signing interactions via their
wallet. But not all interactions are the same.

Broadly speaking, you’ll find yourself signing two types of interaction -
transactions and confirmations. Confusion about these two types of interaction — and
how to spot them - is a significant source of scams on Web3. So taking time to fully
understand each one, and how to identify it, is a no-brainer for anyone looking to protect
their crypto.

Wallet confirmation signatures — due to the confusion over exactly what they are -
can be used as part of a scam to exploit users.

Recently, a hacker on allow list registration site PREMINT scammed thousands of
users out of the NFTs in their wallet. The hacker was able to publish a malicious “wallet
confirmation pop-up” on the website; victims signed the pop-up believing it to be an
innocuous wallet confirmation message (standard for allow list registration sites).
Instead, itwas a malicious transaction —signing it gave the hacker access to NFTs in their
wallet. The pop-up containing the transaction looked like an innocent wallet
confirmation — and the victims missed red flags, such as the presence of a gas fee, that
indicated it was really a transaction.

In another case, malicious sites take your most recent incoming transaction, with
the real details about the sender address, ETH amount, and date, and claim that
MetaMask requires a signature to accept it. The thing is, incoming transactions do not
require any action on the recipient’s side. What you’re really doing is signing another
transaction and losing your crypto. This is why it’s so essential to be aware of whatyou’re

signing.
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