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What Is a Sybil Attack in Crypto 03-11-2025: 
A Sybil attack aims to take over a network using multiple accounts on an online or on-

chain network of users. The goal is to corrupt the system and manipulate it to their advantage. 

For instance, a Sybil attack can manifest as fraudulent voting in an election or online 

voting system. Alternatively, it could involve creating multiple social media accounts on 

platforms like X (Twitter) to spread falsified information, or even worse, to share malicious links 

designed to harvest users’ confidential information.  

In the case of public blockchains, Sybil attacks generally attempt to overpower the 

authentic nodes in a blockchain network. If successful, Sybil attackers gain the power to alter 

the blockchain, compromising network finality in the process.  

To clarify, blockchain finality is the idea that, once written onto the blockchain, a 

transaction cannot be changed or undone. This concept is fundamental for transactions on a 

blockchain to be considered valid and trustworthy. For example, blockchain finality is 

necessary to prevent the same cryptocurrency from being spent more than once (double 

spending). Similarly, finality is also vital for guaranteeing that the outcomes of smart contracts 

and functions of decentralized applications are trustworthy and irreversible. 

But before we talk about exactly how Sybil attacks can affect finality, let’s discuss their 

history, which precedes the public blockchains of today. 

The name “Sybil” comes from a 1973 book of the same name, that details the treatment 

of a woman – Sybil Dorsett – with dissociative identity disorder (DID), previously referred to as 

multiple personality disorder. Therefore, the name Sybil is a nod to the multiple identities that 

malicious agents create to carry out these attacks. 

Computer programmer Brian Zill is credited with coining the term at Microsoft Research 

in the early 2000s. The term was further cemented by fellow Microsoft researcher, John R. 

Douceur, in a research paper written around the same time. 

Notably, Douceur proposes in that paper that Sybil attacks are of particular concern in a 

practical P2P system without a centralized authority. 
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