Soulbound Tokens and Digital Identity

What Soulbound Tokens Are
Soulbound tokens (SBTs) are non-transferable blockchain tokens first formally

proposed by Ethereum co-founder Vitalik Buterin, economist E. Glen Weyl, and lawyer
Puja Ohlhaver in a May 2022 paper titled "Decentralized Society: Finding Web3's
Soul." Unlike standard NFTs or fungible tokens, SBTs cannot be sold, traded, or moved
to another wallet once issued. They are bound to a specific address — called a "Soul" —
and are intended to represent persistent attributes of a person or entity: credentials,
affiliations, memberships, reputations, and achievements.

The core design constraint is intentional. Because identity in the real world is not
freely transferable — your university degree or medical license belongs to you
specifically — SBTs attempt to bring that property on-chain. An employer, institution,
or community can issue an SBT to a wallet, and the presence of that token serves as a

verifiable, tamper-resistant record of a relationship or accomplishment.

How They Work Technically
SBTs are implemented as smart contracts on a blockchain, most commonly

Ethereum or compatible chains. The issuing contract includes logic that disables or
reverts transfer calls, making the token non-fungible in the directional sense: it can be
minted to an address but cannot leave it through normal transfer mechanisms. Some
implementations allow the holder to burn their own token, which gives individuals a
degree of control over their own record — for instance, to remove a credential from an
organization they have left.

Because the tokens live on a public ledger, third parties can verify the credential
without contacting the original issuer. This is meaningful for cases like professional
licensing, academic credentials, or DAO membership, where the issuing institution may

not always be reachable or may have an incentive to obscure records.

Identity Use Cases and Real Limitations
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The proposed applications are wide-ranging. Decentralized autonomous

organizations could use SBTs to gate voting rights based on demonstrated participation
rather than token holdings. Lending protocols could extend undercollateralized loans
based on a borrower's on-chain credit history encoded as SBTs. Event organizers,
employers, and educational platforms have experimented with issuing attendance and
completion certificates as non-transferable tokens.

The limitations are equally concrete. Wallet loss or compromise is a serious
problem: if a Soul address is lost, so is the entire identity record attached to it, with no
recovery path unless the system has a social recovery mechanism built in. Privacy is
also a genuine concern — aggregating SBTs across a single address creates a detailed,
immutable, and publicly readable profile that users may not want exposed. Selective
disclosure mechanisms, including zero-knowledge proofs, have been proposed as
mitigations, but they add implementation complexity. There is also no universal
standard yet, meaning SBTs issued by one platform are not automatically legible to

another.

Current State of Adoption
As of early 2024, SBTs remain mostly experimental. Several platforms have

issued non-transferable tokens under the SBT label, including Binance's account-bound
BAB token for KYC verification and various DAO credential systems. The Ethereum
ecosystem has debated formal standardization through EIP proposals, but no single
standard has achieved broad consensus. Academic institutions and professional
licensing bodies have shown interest but have not deployed at scale. The concept has
moved from theoretical proposal to proof-of-concept stage in a number of contexts, but
the hard problems of key management, privacy, and interoperability remain unsolved at
the protocol level.
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