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BIP-39 defines a precise method for converting a randomly generated sequence of bits 
(entropy) into a list of ordinary English words. The standard English word list contains 
exactly 2,048 entries; each entry represents an 11-bit value, because 2¹¹ = 2,048. 

To produce a mnemonic phrase, software first generates a cryptographically secure 
random bit string of a length between 128 and 256 bits (commonly 128 bits for a 
12-word phrase or 256 bits for a 24-word phrase). Next, the system calculates the 
SHA-256 hash of that bit string and extracts the first (entropy length ÷ 32) bits of the 
hash; these bits serve as a checksum. The original entropy bits and checksum bits are 
concatenated into one continuous bitstream. That combined bitstream is then split 
into segments of 11 bits each. Each 11-bit segment directly indexes a single word from 
the BIP-39 English list. 

The allowed mnemonic lengths are 12, 15, 18, 21, or 24 words. A 12-word phrase 
encodes 128 bits of entropy plus a 4-bit checksum (132 total bits), while a 24-word 
phrase encodes 256 bits plus an 8-bit checksum (264 bits). Because the checksum bits 
are derived from the entropy itself, any accidental change to a single word or letter in 
the phrase will usually produce an invalid checksum when the mnemonic is decoded, 
alerting software that an error has occurred. 

Decoding a mnemonic involves reversing the process: each word is converted back into 
its 11-bit numeric value, the bitstream is reassembled, and the checksum bits are 
separated from the original entropy. Validating the checksum confirms that the 
mnemonic has been recorded correctly. Once the original entropy is recovered, it can 
be used as the seed input for a key-derivation function (PBKDF2 with HMAC-SHA512) to 
produce a deterministic master key and chain code. Those values, in turn, generate all 
private and public keys in a hierarchical deterministic wallet according to BIP-32. 

Because every possible 12-word phrase corresponds to a unique 128-bit value, the 
total number of possible combinations is 2¹²⁸ — an astronomically large space. 
Increasing the phrase length to 24 words boosts entropy to 256 bits (2²⁵⁶ possibilities). 
The inclusion of a checksum guards against transcription mistakes without 
substantially increasing the mnemonic’s length. 

BIP-39’s English word list was chosen for consistent pronunciation, minimal overlap 
between words, and avoidance of punctuation or special characters. Although 
translations into other languages exist, each language maintains exactly 2,048 entries 
to preserve the 11-bit indexing structure. This design ensures that any compliant wallet 
can import and export mnemonics interchangeably, provided it uses the same 
language list. 
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