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What Is BIP39?

BIP-39 (Bitcoin Improvement Proposal 39) is an industry standard for generating a
mnemonic phrase (seed phrase) used by most modern cryptocurrency wallets. Key
characteristics:

Parameter Description

Mnemonic A sequence of 12, 15,18, 21, or 24 English
words

Entropy Random bits (128 bits for 12 words; 256
bits for 24 words)

Checksum Ensures phrase integrity

Seed 512-bit output derived via
PBKDF2-SHA512

Derivation Uses BIP32/BIP44 to deterministically
derive private keys

| Why It Matters:

Your mnemonic phrase is the only backup needed to restore access to all your crypto
assets. Lose it 2> lose your funds. Expose it > someone else can steal your funds.

How Trust Wallet Uses BIP39

Trust Wallet is a popular open-source mobile wallet (i0OS & Android) supporting
hundreds of blockchains and tokens. Key points:

o Onfirst launch, Trust Wallet generates a 12-word BIP39 phrase.

« All private keys for different networks (Ethereum, Binance Smart Chain, Bitcoin,
etc.) are deterministically derived from that single phrase using BIP32/BIP44.

« You can also import any existing 12-24-word BIP39 mnemonic into Trust Wallet.

Creating & Restoring a Wallet in Trust Wallet

Action Description

Create Open Trust Wallet > Tap “Create a new
wallet” » Write down the 12-word phrase
on paper (never digitally)

Verify Confirm a few random words to verify you
wrote them correctly

Backup Store your phrase offline in multiple
secure locations

Restore Open Trust Wallet > Tap “I already have a
wallet” > Enter the 12 words in the correct
order
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