Restaking and EigenLayer: How Shared Security
Works

Ethereum's proof-of-stake system requires validators to lock 32 ETH as
collateral, which is slashed if they behave dishonestly. This staked ETH secures
the Ethereum base layer, but until recently that collateral could not simultaneously
secure other protocols. Restaking changes that by allowing staked ETH to be
reused as cryptoeconomic security for additional networks and applications.

What Restaking Actually Does
When a validator restakes, they opt into additional slashing conditions

beyond those enforced by Ethereum itself. In exchange for taking on this extra
risk, they earn additional yield from the protocols they help secure. The staked
ETH does not move — it remains in Ethereum's consensus layer — but the
validator's withdrawal credentials are pointed to a restaking contract, giving that
contract the ability to slash the validator's stake if they violate the rules of the
additional protocol.

This creates a mechanism where the economic security of Ethereum —
currently over $100 billion in staked ETH — can be extended to smaller systems
that could not independently attract sufficient validator collateral to be trustworthy.

EigenLayer's Architecture
EigenLayer is the dominant restaking protocol on Ethereum. It introduces

two key actors: operators and Actively Validated Services (AVSs). Operators are
node runners who register with EigenLayer and agree to run the software for one
or more AVSs. AVSs are the protocols that consume the shared security —
examples include data availability layers, oracle networks, cross-chain bridges,
and sequencer networks.
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Stakers can either run their own operator node or delegate their restaked
ETH to a third-party operator. The delegation model allows passive ETH holders
to participate without running infrastructure. When an operator misbehaves with
respect to an AVS's rules, a slashing event can be triggered, reducing both the
operator's stake and the stake of delegators who chose that operator.

EigenLayer launched on Ethereum mainnet in 2024, initially without live
slashing enabled. The full slashing mechanism was activated later as the protocol
matured and audits were completed.

Risks and Economic Tradeoffs
Restaking introduces compounding slashing risk. A validator who opts into

multiple AVSs faces independent slashing conditions from each one. If an AVS
has a bug in its slashing logic, or if an operator makes an honest mistake, the
penalty falls on both the operator and their delegators. This risk is not purely
hypothetical — complex slashing contracts expand the attack surface
considerably.

There is also a systemic concern. If a large fraction of Ethereum's staked
ETH is restaked and an AVS triggers a mass slashing event, the resulting ETH
sell pressure and validator exits could affect Ethereum's own security budget.
Researchers at the Ethereum Foundation have noted this as a potential
contagion vector.

For AVSs, restaking offers a faster path to credible security than
bootstrapping their own token-based validator set. For stakers, it offers yield
above the baseline Ethereum staking rate. Whether the additional yield
adequately compensates for the additional risk depends heavily on which AVSs
an operator chooses and how carefully their slashing conditions are designed and
audited.

Read more articles: bip39-phrase.com/smart-contract-evm-what-it-is-and-how-it-works/
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