
Daily Mnemonic Archive: Quantum-Resistant Cryptography for Blockchains

Quantum-Resistant Cryptography for Blockchains
August 13, 2026  ·  Document #355  ·  bip39-phrase.com

Photo by Markus Winkler on Unsplash

Most public blockchains rely on elliptic curve cryptography (ECC) —
specifically ECDSA — to secure wallet addresses and sign transactions. A
sufficiently powerful quantum computer running Shor's algorithm could derive
a private key from its corresponding public key in polynomial time, breaking
the security assumption that underlies Bitcoin, Ethereum, and most other
chains. Current estimates put the threshold at roughly 4,000 logical qubits for
a viable attack, a capability that does not yet exist but is considered a credible
long-term risk.

Post-Quantum Algorithms Under Consideration
In 2024, NIST finalized its first set of post-quantum cryptographic

standards. ML-KEM (formerly KYBER) addresses key encapsulation, while
ML-DSA (formerly DILITHIUM) and SLH-DSA (formerly SPHINCS+) handle
digital signatures. These algorithms derive their security from problems
believed to be hard for both classical and quantum computers — primarily
lattice problems and hash-based constructions. For blockchains, the signature
schemes are the most relevant, since transactions require compact, verifiable
proofs of authorization.
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The practical challenge is overhead. A standard ECDSA signature is 64
bytes. An ML-DSA-65 signature is approximately 3,293 bytes — about 51
times larger. SLH-DSA signatures range from 8 KB to 50 KB depending on the
parameter set. At current transaction volumes, adopting these schemes
without protocol changes would dramatically increase block sizes, raise fees,
and strain node storage.

Migration Challenges for Existing Chains
Migrating an active blockchain to post-quantum signatures is not a

simple upgrade. Addresses derived from public keys — as Bitcoin's P2PKH
addresses are — expose the public key only at spend time. Funds sitting in
unspent outputs with unexposed public keys retain some protection, but any
address that has already sent a transaction has a visible public key and is
vulnerable once quantum attacks become feasible.

Ethereum's account model exposes public keys immediately upon first
transaction, making its existing address space more uniformly vulnerable.
Both ecosystems would require hard forks, a coordinated transition period,
and likely a cutoff block after which old signature schemes become invalid.
Users who lose access to keys before migrating would lose funds
permanently, since there is no central authority to recover them.

Current Development Efforts
Several projects are already building quantum-resistant chains from

scratch or adding hybrid signature support. The QRL (Quantum Resistant
Ledger) launched in 2018 using XMSS, a hash-based signature scheme.
Ethereum's roadmap includes research into post-quantum account abstraction
as a migration path, allowing wallets to upgrade their verification logic. The
Ethereum Foundation has discussed a hard fork that would allow smart
contract wallets to implement ML-DSA natively.

Bitcoin's path is more constrained by its conservative governance model,
though proposals such as a new SegWit-style output type for post-quantum
keys have been discussed informally. The consensus among researchers is
that the transition needs to begin before quantum threats are imminent,
because retroactive migration at scale — moving trillions of dollars in assets
safely — is an unsolved coordination problem.
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Below is a set of 56 randomly generated 12-word mnemonic sequences
built from the official BIP39 wordlist.
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