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Most public blockchains rely on elliptic curve cryptography (ECC) to secure
wallets and sign transactions. Bitcoin uses secp256kl; Ethereum uses a similar
curve. A sufficiently powerful quantum computer running Shor's algorithm could
derive a private key from a public key in polynomial time, breaking these schemes
entirely. Current quantum hardware is nowhere near that threshold, but the
cryptographic community treats the threat as a planning horizon, not a
hypothetical.

Post-Quantum Algorithms and the NIST Standards
In 2024, NIST finalized its first set of post-quantum cryptographic standards:

ML-KEM (formerly CRYSTALS-Kyber) for key encapsulation and ML-DSA
(formerly CRYSTALS-Dilithium) along with SLH-DSA (based on SPHINCS+) for
digital signatures. These algorithms rely on mathematical problems—module
lattice problems and hash-based constructions—that have no known efficient
guantum attack. For blockchains, the relevant concern is replacing ECDSA
signatures used to authorize transactions and, in some chains, the hash functions
underlying Merkle trees.

Integration Challenges for Existing Chains
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Migrating a live blockchain to post-quantum signatures is technically and
socially complex. Lattice-based signatures like ML-DSA produce keys and
signatures that are significantly larger than their ECC equivalents: an ML-DSA
signature is roughly 2.4 KB compared to 64 bytes for an ECDSA signature. This
size increase affects block space, storage, and bandwidth. Chains with on-chain
governance face coordination problems, since a hard fork is required to change
the signature scheme. Ethereum's roadmap includes quantum resistance as a
long-term concern, with EIP discussions around STARK-based account
abstraction as one path forward. Bitcoin's more conservative development
process has no finalized migration plan.

Another practical problem is the exposure of public keys. On Bitcoin,
unspent transaction outputs that have revealed their public key—either through
reuse or by spending—are theoretically vulnerable once quantum hardware
matures. Addresses derived from hashed public keys retain some protection until
the key is exposed during a spend. A migration strategy would need to move
funds to quantum-safe address formats before the threat becomes real.

Chains Designed with Quantum Resistance from the Start
Some newer blockchains have incorporated post-quantum primitives in their

initial design rather than retrofitting them. QRL (Quantum Resistant Ledger)
launched in 2018 using XMSS, a hash-based signature scheme with formal
security proofs. The Algorand team has published research on post-quantum
secure state proofs. IOTA's earlier DAG-based design used Winternitz one-time
signatures, though later versions moved to different cryptographic approaches.

The most defensible near-term position for blockchain developers is hybrid
signatures—pairing a classical scheme like ECDSA with a post-quantum scheme
so that breaking either alone is insufficient. This approach adds overhead but
provides a transition period. As NIST standards mature and implementation
libraries stabilize, the cost of adoption will fall. Chains that delay planning risk a
disorderly migration once quantum hardware timelines become clearer.
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