Addressing Self-Custody 22-12-2025:

Myth — A crypto wallet stores crypto, just like a physical wallet stores credit cards and
cash.

Reality — Your wallet doesn’t store your cryptocurrency. Like any form of decentralized
value, cryptocurrency is stored on a blockchain — a virtual ledger. Your wallet stores the private
keys you use to access that value (which you can recover using a Secret Recovery Phrase).

This is, perhaps, THE most common myth about crypto, and it’s easy to see why. Use of
the word wallet evokes something that literally contains cash. Ask ChatGPT to visualise BTC or
ETH, and you’ll see images of shiny physical coins. Humans aren’t comfortable dealing with
abstract ideas, like blockchains, and this carries over from the lack of understanding of how
traditional (fiat) money works.

This misconception may put users off digital ownership completely, worried about
carrying their coins around on their phone or device. It also makes users more susceptible to
scammers able to exploit the gaps in their knowledge.

However, here’s the most important consequence of misunderstanding where crypto is
stored. If you don’t understand that your wallet only stores private keys, why would you think to
back up your Secret Recovery Phrase properly? And if you don’t back up your SRP, you’re one
accident away from losing everything (If this is leaving you in a cold sweat, read this article
explaining best practices for storing offline backups of your Secret Recovery Phrase). Which
brings us on to our next big misconception.

Private keys are long, complex alphanumeric strings that function like passwords,
providing access to your crypto. Instead of having to remember these, you only have to
remember a single list of 12, 18, or 24 words called a human-readable Secret Recovery
Phrase (also known as a seed phrase). In Ledger signers, the SRP is stored within a secure
element, a specialist type of microchip also used in bank cards and passports.

This seed phrase is the ultimate representation of your ownership. The safety of

your digital assets depends entirely on the security of this phrase.
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