Account Abstraction in Ethereum: How ERC-4337
Works
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Ethereum accounts come in two forms: externally owned accounts (EOAS),
controlled by private keys, and contract accounts, governed by code. EOAs have
always been the entry point for transactions, which creates hard constraints —
every transaction must be signed by a single private key, gas must be paid in
ETH, and there is no native way to batch operations or enforce custom validation
logic. ERC-4337, finalized and deployed on Ethereum mainnet in March 2023,
eliminates most of these constraints without requiring a protocol-level hard fork.

How UserOperations Replace Transactions
ERC-4337 introduces a new object called a UserOperation. Instead of

submitting a transaction directly to the mempool, a user submits a UserOperation
to a separate mempool maintained by nodes called bundlers. Bundlers collect
these objects, validate them, and pack multiple UserOperations into a single
on-chain transaction that calls a singleton contract named EntryPoint. The
EntryPoint contract then dispatches each operation to the relevant smart contract
wallet.
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The smart contract wallet itself implements a validation function. When the
EntryPoint calls this function, the wallet can apply any logic it chooses: multisig
approval, WebAuthn-based passkey signhatures, session keys scoped to specific
contracts, or time-locked operations. This moves signature validation from a fixed
protocol rule into user-defined code.

Paymasters and Gas Abstraction
One of the more practical changes ERC-4337 enables is the paymaster

mechanism. A paymaster is a contract that agrees to cover gas costs on behalf of
the user. This means a wallet can pay gas in ERC-20 tokens rather than ETH, or
a dApp can sponsor transactions entirely for its users. The paymaster deposits
ETH into the EntryPoint's stake system and is debited when it covers a
UserOperation. Paymasters must pass a validation step so they cannot be
drained by malicious operations.

This separates the economic layer of gas from the identity layer of the
wallet, which is a meaningful change for onboarding. A new user can receive a
stablecoin, interact with a dApp, and never hold ETH, because the dApp's
paymaster covers the cost.

Adoption and Practical Limits
By mid-2024, several million smart contract wallets had been deployed

using ERC-4337, with Polygon and Optimism seeing the highest UserOperation
volumes due to lower gas costs. Major wallet providers including Coinbase Wallet
and Safe have integrated the standard. The infrastructure layer — bundlers and
paymaster services — is offered by firms like Pimlico, Stackup, and Alchemy.

There are real costs. Smart contract wallets consume more gas than EOA
transactions because validation logic runs on-chain. A simple ETH transfer from
an ERC-4337 wallet costs roughly 40—60% more gas than from an EOA. Bundler
infrastructure also introduces a new trust assumption: bundlers can censor
UserOperations, though decentralized bundler networks are being developed to
address this.
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ERC-4337 does not change the base protocol, so EOAs remain the default.
A longer-term proposal, EIP-7702, would allow EOAs to temporarily delegate to
contract code within a single transaction, narrowing the gap further. ERC-4337
establishes the programmable wallet layer that those future changes will build on.

Read more articles: bip39-phrase.com/smart-contract-evm-what-it-is-and-how-it-works/
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