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Ethereum accounts come in two forms: externally owned accounts
(EOASs), controlled by private keys, and contract accounts, governed by code.
EOAs have always been the only type capable of initiating transactions, which
creates significant limitations. Users must hold ETH to pay gas, cannot set
custom authorization logic, and lose all funds if they lose their private key.
ERC-4337, finalized in 2023, addresses these constraints without requiring a
consensus-layer protocol change.

What ERC-4337 Actually Does
ERC-4337 introduces a parallel transaction processing system built

entirely on top of Ethereum's existing infrastructure. Instead of standard
transactions, users submit objects called UserOperations to a dedicated
mempool. A new class of network participant called a bundler collects these
UserOperations, packages them into a regular transaction, and submits that
transaction to a singleton smart contract called the EntryPoint, deployed at the
same address on every EVM-compatible network.
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The EntryPoint contract coordinates execution. It calls each account's
validation function to check whether the UserOperation is authorized, then
executes the intended call. This design means the authorization logic lives
inside the user's smart contract wallet rather than being hardcoded as ECDSA
signature verification, which is the only option available to EOAs.

Key Capabilities Unlocked
Because validation logic is programmable, ERC-4337 wallets can

implement a wide range of behaviors that are impossible with EOAs. Multisig
authorization requires multiple signers to approve a transaction before
execution. Social recovery allows designated guardians to rotate a wallet's
signing key if the original is lost. Session keys can grant a dapp temporary,
scoped permissions without exposing the master key.

Another major feature is gas sponsorship through Paymasters. A
Paymaster is a contract that agrees to cover the gas cost for a UserOperation,
either as a service or in exchange for payment in an ERC-20 token. This breaks
the requirement that users must hold ETH before they can interact with any
application on the network. Developers can subsidize onboarding costs, and
users can pay fees in stablecoins.

Batching is also native to the model. A single UserOperation can encode
multiple calls, so a user can approve a token and execute a swap in one atomic
action rather than two sequential transactions.

Adoption and Limitations
EntryPoint v0.6 deployed in March 2023, followed by vO0.7 in late 2023 with

iImprovements to Paymaster accounting and gas estimation. By mid-2024, tens
of millions of UserOperations had been processed on mainnet and Layer 2
networks, with most activity concentrated on Polygon, Optimism, and Base.

The system has real costs. Smart contract wallets consume more gas
than EOAs because validation and execution go through additional contract
calls. Bundler infrastructure adds a new layer of potential centralization if few
entities dominate the role. ERC-4337 also does not eliminate EOAs; users still
need one to deploy a smart wallet in the first place unless a factory contract and
Paymaster handle initial deployment.
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Future Ethereum roadmap items, specifically EIP-7702 and eventual
native account abstraction proposals, aim to close these gaps at the protocol
level, but ERC-4337 remains the practical standard for programmable accounts
today.

Read more articles: bip39-phrase.com/smart-contract-evm-what-it-is-and-how-it-works/
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